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Abstract

Therecent passagef the UniformElectronic Legal Material Act (UELMpAhas brought

to the forefrontthe issue of costs of authenticating primary legal materials in electronic
format Thiswhite paper briefly reviews five methodsedéctranic authentication These
methods arebased ontrustworthinessfile types,effort to implementand volume of
electronic documents to be authenticategix sample solutions are described and their
relative costs are comparedThe white paper also frames the legal landscape and
backgroundof authenticationfor primary legal materials in electronic format, and
provides context and points to applicable resourcHse aim of this collective effort is to
promote the understanding of costs related to auitatin and invite further discussion
on the issue.

DISCLAIMER:

This white paper is a brief studgnd review of relative costassociated with the
authenticating primary legal materials in electronic format. It is not intended to offer
legal advice Please consult an attorney for assistance with specific concerns or advice.

Any comments, corrections, or recommendatioray be sent to the OLC project team,
care of:

Dragomir Cosanici

Supervising Librarian

Office of Legislative Counsel
dragomir.cosanici@lc.ca.go{916) 3418030
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Authentication of Primary Legal Materials and Pricing Options

Introduction and Brief Background

The State of Californi@ Office of Legislative Counsel (OLC) and gartner
the Minnesota Historical Society (MHSJs well as the Minnes@aOffice of the Revisor
of Statues,have long been interested in enhancing the capacity to preserve primary legal
materials in electronic formaOne specific area of interest Haeen the process and cost
of authenticating these materials in electronic format because the literature in this field is
largely devoid of studies that examine the cost of such authentication efforts.

In late 2011, the MHS, through its grant from the hiyrof Congress
National Digital Information Infrastructure andeBervation Program (NDIIPRpreed to
fund the OL@s project to test various methods of authenticating primary legal materials
in electronic format and assess their costs. The findingstiie project are published in
this white paper and made widely availableth@hope that other governmental entities
weighing whether to authenticate electronic records will have a better idea of the costs
involved.

The specific goal of thig/hite papeis to test and compare five different
methods of authentication of Califordigrimary legislative documentis electronic
format. The stued materials include thehapteredills, resolutionsstate constitution,
andstate codesf California The white paper not only addresses the chosen methods of
autrentication, but also their cost areliews various software options for authentication.

Traditionally, official (and hence authentigkrsions of primary legal sources
are found in print publication The content of print work is consistent once printed,
making the text easily verifiable and alterations readily detectibibelayis electronic
versions of thesprimary legal materialick legal authority because they are largely not
authenticated. For example, electronic legal materiatuldbechange over time as
theymovefrom format to format or from server to servém addition, hackers may
easily alter the contewf theselegal materials withoutaisingmuch suspicion Authors
of primarylegal materials haveow recognized that primary sources can be published
electronically without losig authoritativeness, oftdéar lower costthan in print,
provided that the documents are authenticatBefore states can transition fully into the
electronic legal information environment, new proceduresst be developed to sure
the trustworthiness of thedectronic legal informatian

Another important reason for this project is the recent passage of the Uniform
Electronic Legal Material Act (UELM) by the National Coierence of Commissioners
on Uniform State Laws Its drafting committee was established to draft a proposed

! Whiteman,The Death of TwentietBentury Authority(2010) 58UCLA L. REv. DISCOURSE27, 38.
2 .
Ibid.



uniform law that will effectively deal with the authentication and preservation of state

electronic leghmaterials. Consequdpt UELMA mandates authentication of electronic

legal documents, includife a met hod for a user to deter mi
by the user from the publ i shd& rTheiOtCstdyal t er ed
sheds further light on such rhets of authentication as well as their financial feasibility.

In addtion, the state adoption of UELAMwould help address many concerns associated

with an increase in the exclusive use of online legal authority.

fAuthentication merely presumes accurayd any party disputing
the accuracy of legal material in an authenticated electronic record can
offer proof as to its inaccuracyhe idea is to provide the same level of
assurance of accuracy in an electronic record as it is already available in a
printed book Just as theeaderof a book can look at it to determine if its
contents have been altered, so should a user of electronic legal material
through various authentication methads.

The OLG3s definition of authentication is modeled on the U.8vé&nment
Printing Offices 2005Authenticatiorwhite paper, and later utilized by the American
Law Library Association (AALL) in its 2007tate by-state online primary legal
resources survey:

AAN authentic text is one whose content has been verified by a
government entity to be complete and unaltered when compared to the
version approved or published by the content originafgpically, an
authentic text will bear a certificate or mark that conveys information as to
its certification, the process assateid with ensuring that the text is
complete and unalterered when compared with that of the content
originator. An authentic text is able to be authenticated which means that
the particular text in question can be validated, ensuring that it is what it
claims to bey

Authentication of electronic legal documents isssue of national
importance A few state governments and agencies across the United States have already
begun authenticatinglectroniclegal material andredevelopng best practices For
example, the @te of Arkansas issues its appellate opinions in an authenticated electronic
format, with the help of digital signature§he Sate of Delaware provides an
authenticated electronic version of administrative rules also using a digitatsig/
Moreover, the Indiana Administrative Code is exclusively published in an electronic

3<http://www.uniformlaws.org/Shared/Docs/AM2011_Prestyle%20Finals/UELMA_PreStyleFinal Julll.p

df> (last visited Dec. 5, 2011).

* Ibid.

® Richard JMatthews & Mary Alice Baish (2007) Am.fAAs 6 n o f L a w -By-Bthte Repoitens, St at e
Authentication of Online Legal Resources p. 8;
<http://www.gpoaccess.gov/authentication/authenticationwhitepaperfiral(ledt visited Dec. 5, 2011).

® <https://courts.arkansas.gov/court_opinions/sc/2009a/20090528/publistsed@eit> (last visited Dec.

5, 2011).

" <http://regulations.delaware.gov/AdminCoxdlast visited Dec. 5, 2011).
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format with afiCertificate of Authenticitgto provide the user with a level of confidence
in the document that existed with the previously published print veositre codé
Finally, the $ate of Utah authenticates its administrative code using hash Values.

This next section summarizes the legal status of electronic primary legal
materials in California, and the already existing federal legislation and(FRédsral
Rules of Evidence, Federal Rules of Civil Procedure) related to authentication of primary
legal materials. This brief analysis is intended to provide additional understandlireg of
existinglegal background for the authentication of primaryalagaterials.

State and Federal Laws, Legislative Acts and Interpretive Rules

Legal Status of Electronic Records in California

In California, there is no official version of the statetatutory codesind
there is no one state entity that acts amgyiadl clearinghouse for all electronic records.
TheOffice of Legislative Counsel is required to make the California Codes available to
the public in electronic forrt. However, the Secretary of State is the custodian of all
acts and resolutions passadtbe Legislaturg’ butthe Secretary of State does not
maintain an official electronic version of Califortsdaws.

In the State Records Management,Xahe Director of General Services is
required tafestablish and administer in the executive braridtate government a
records management program, which will apply efficient and economical management
methods to the creation, utilization, maintenance, retention, preservation, and disposal of
state recordé'® Although the State Records Management Actliapyto electronic
records™ there is no provision in the act related to the authentication of electronic
records'®> Moreover, the Secretary of State, in consultation with the Department of
General Services, is required to approve and adopt appropriadersts for the purpose
of storing and recording permanent and nonpermanent documents in electronit®media.
But those standards have not been finaliZed.

Given the lack of a digital clearinghouse for electronic records in California,
the state entity thatas jurisdiction or responsibility over the repository of permanent
physical records presumably has jurisdiction or responsibility over the repository of

8 Ind. Code Ann. tit. 4, art. 22, ch. 8, subd. 5(c).

® <http://www.rules.uth.gov/publicat/codeudt.htm(last visited Dec. 5, 2011).

19 Cal. Gov. Code§10248, subd. (&3).

™ Cal. Gov. Code§12160.

12 Cal. Gov. Code§14740 et seq.

3 Cal. Gov. Code§14745.

“Cal. Gov. Code§14741.

*Cal. Gov. Code§14746 &814750.

'®Cal. Gov.Code,§12168.7.

7 <http://www.sos.ca.gov/archives/loeabv-programp (last visited Dec5, 2011).
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electronic records. The content of writthghay be proved by an otherwise admissible
original *° Existing law permits a public employee to certify that a copy of a writing is a
correct copy of the original writin®f. Also, the official record of a writing is prima facie
evidence of the existence and content of the original ré¢@xdecord of a writing isn
official record if thefirecord is in fact a record of an office of a public eltand a

fistatute authorized such a writing to be recorded in that afffce

As such, a state entity has jurisdiction or responsibility over the repository of
permanentecords, physical or electronic, if a statute authorizes the writing to be
recorded with a specific state entity. However, other than the admissibility of records
pursuant to the Evidence Cotfehere are no statutory provisions in Califortiiat
requirethe authentication girimaryelectroniclegal materials

Uniform and Federal Acts Relatedto Electronic Government Information

The need for authenticated electronic documents has also been explored by
other state legislatures as well as the federadigouent While the immediate purpose
of each act pertaining to authenticated records may be unelta¢eunderlying need for
security, reliability, accessibility, and stoeffectiveness is universal.

State legislative bodies began to address the adfetgctronic
communication and commercethrelate 1990s.The Uniform Electronic Transaction
Act (UETA) was the firsto ensurdihat an electronic record of a commercial transaction
is the equivalent of a paper record, and that an electronic sigmaliure given the same
legal effect, whatever that might be, as a manual signéttifehe National Conference
of Commissioners on Uniform State Laws promulgated UETA and a little more than a
decade later, 4@ut of 50 states have adopte®it.

The most pplicable portion of UETA related to the authentication of
electronic legal materials is found in section 12. It statedithaiaw requires that a
record be retained, the requirement is satisfied by retaining an electronic record of the
information inthe record which accurately reflect the information set forth in the record
after it was first generated in its final form as an electronic record or otherwise, and
remains accessible for later referedte Section 1Fassures that the information stored
electronically will remain effective for all audit, evidentiary, archival and similar

18 The definition of a writing, as specified §250 of the Evidence Code, is broad enougim¢tude

virtually every form of data recordation, including information stored electronically or in any other manner,
and email or facsimile transmissions (Cal. Civil Discovery Practice (GadtBar 4th ed. 2007)%§8.10).
?Cal. Evid. Code§1520

% Cal. Evid. Code§1530

%L Cal. Evid. Code§1532

2 Cal. Evid. Code§1532 subd. (a).

%3 Cal. Evid. Codeg§1520, 1530, 1531, and 1532

24 <http://www.law.upenn.edu/bll/archivest/fnact99/1990s/ueta99.peflast visited Dec. 5, 2011).
P<http://www.ncsl.org/IssuesReseartblecommunicationsinformation Technology/UniformElectronicTra
nsactionsActs/tabid/13484/Default.aspx?tabid=134@dst visited Dec. 5, 2011).

% geeCal. Civ. Code§1633.12, subd. (a).
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purpose8i provided that theresiafireliable assurance that the electronic record
accurately reproduces the informatimf the origina’’ Moreover, section 12 is
consstent with the Uniform Rules of Evideng§2001(3)*

At the federal level, the-Bign Act of 2000, formally known as the Electronic
Signatures in Global and National Commerce, Aé$ intended to facilitate the use of
electronic records and signaturesriterstate and foreign commerteUnderthe
figeneral rule of validity the act establishes two fundamental points ensuring the validity
and legal effect of contracts entered into electronically:

(1) thatfa signature, contract, or other record relatmguch
transaction may not be deniledjal effect, validity, or enforceability
solely because it is in electronic fodn;

(2) that aficontract relating to such transaction may not be denied
legal effect, validity, oenforceabilitysolely because an eleatric
signature or electronic record was used in its formafion.

The Act defines an electronic signaturdias electronic sound, symbol, or
process, attached to or logically associated with a contract or other record and executed
or adopted by person \ith the intent to gjn the record®

Next is the EGovernment Act of 2002Its purpose is to improve the
management and promotion of electronic government services and processes by
establishing a Feder@hief Information Officewithin the Office of Maragement and
Budget and by establishing a framework of measures that require using Irttasset
information technology to improve citizen access to government information and
services, as well as other purpodtis that \ein, the definition section ohe act outlines
that information security meafis nt egr i ty é guarding against
modification or destruction, and includes ensuring informationrepndiation and
authenticityo®*

27U. Electronic Transactions Act (1999), com. to § 12, p. 42
<http://www.law.upenn.edu/bll/archives/ulc/fnact99/1990s/ueta99.@dsét visited Dec. 5, 2011).
Comto§5, p. 38.

2915 U.S.C. §700@t seq

%0 <http://www.gpo.gov/fdsys/pkg/PLAW 06publ229/pdf/PLAWL06publ229.pd# (last visited Dec. 5,
2011).

#1115 U.S.C. §7001a(1)&(2).

%215 U.S.C. §7006(5).

33 <http://www.gpo.gov/fdsys/pka/PLAW 07 publ347/pdf/PLAWL07publ347.pdf (last visited Dec. 5,
2011).

344 U.S.C. §3542(b)(1)(A).
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Federal Rules of Evidence and Federal Rules of Civil Poedure

The most pertinent provisions relating to the authentication of priraggy |
materials can be found inréicle IX (Authentication and Identification), specifically
Rules 901 and 902.

fiRule 901. Requirement of Authentication or Identification

A () &eneral provisio®. The requirement of authentication or
identification as a condition precedeniadmissibilityis satisfied by
evidence sufficient to support a finditftatthe matter iquestionis what
its proponent claim¥

A(Db) | 16 Buvsay af idustriatiomosly, and not by way of
limitation, the followingare examplesf authentication ocidentification
conformingwith the requirements of this rule:

* k% %

f(7) Public records or reports.Evidence that a writing authorized
by law to berecorded or filed and in fact recorded or filed in a
public office, or a purported public record, report, statement, or data
compilation, in any form, is from the public office where items of
this nature are kept.

* % %

f(9) Process or systeth.Evidencedescribing a process or system
used to produce a result and showing that the process or system
produces an accurate result.

fi(10) Methodsprovided by statute or ru®.Any method of
authentication or identification provided by Act of Congress or by
otherrules prescribed by the Supreme Court pursuant to statutory
authority6®®

fNRule 902 Self-authentication

AEXtrinsic evidence of authenticity as a condition precedent to
admissibility is not required with respecttte following:

* % %

% <http://www.uscourts.gov/uscourts/RulesAndPolicies/rules/2010%20Rules/Evidercéagsdivisited
Dec. 5, 2011).
* I bid.
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fi(4) Certifiedcopies of public recordd A copy of an official
record or report or entry therein, or of a document authorized by law
to be recorded diled and actually recorded or filed in a public
office, including data compilations in any form, certified as correct
by the custodian or oth@ersonmauthorized to make the certification,
by certificate complying with paragraph (1), (2), or (3) of this rule or
complying with any Act of Congress or rule prescribed by the
Supreme Court pursuant to statutory authority.

f(5) Official publicationsd Books, pamphlets, or other
publicationspurportingto be issued by public authority/.

* * *0

Rule 1002establishes that anigial is required as evidence.owever,
Rule 1003 establishes that a duplicate is admissible ui{lEis® genuine question
is raised as to the authenticity of the origiog{2) fin the circumstances it would
be unfair to admit the duplicate in lieu of the origio&.

fiRule 10(. Public Records

fiThe content®f an official record, or of a document hatized to
be recorded or filednd actually recorded or filed, including data
compilations in any fon, if otherwise admissible, mdg proved by
copy, certified as correct in accordance wiile 9020r testified to
be correct by a withness who has coneglit with the original If a
copy which complies with the foregoing cannot be obtained by the
exercise of reasonable diligence, then other evidence of the contents
may be givers®

The Federal Rules of Civil Procedure, specifically rule 34(a)(1)(A) addee
fiany designated documents or electronically stored informatmading writings,
drawings, graphs, charts, photographs, sound recordings, images, and other data or data
compilationsstored in any medium from which information can be obtained either
directIXOor, if necessary, after translation by responding party into a reasonably usable
form.0

37 Ibid.
% | bid.
%9 I bid.
“0 <http://www.law.cornell.edu/rules/frcp/Rule34.enflast visitedDec. 5, 2011).
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Authentication Methods and Cost Options

Authentication Requirements

Primary legislative documentsalude chaptered billshaptered resolutions,
state coatitution, and state code®rimary legislative documents, as described above,
are by nature public documents. Users could be any member of the public or any
organization such as a government agency, corporation, gerofingroup. The
documents aralely to be accessed anonymously, via a legislative Web site. They may
also be delivered to specified entities such as legal publishers.

Best practices for security are described the National Institute of Standards and
Technology (NIST}! Because of thpublic nature of primary legislative documents,
some traditional security concerns, such as restrictive access, encryption, and end user
identification are not required for this application. The two basic authentication
requirements that do remain aratteach document must be able to verify

Authenticity of Origind verification that the document is actually
from thesourcethat it claims to come frorte.g. the Office of Legislative
Counsel)

Document Integrityd verification that the document has not bee
alteredsinceit left its source.

A documends authenticity and integrity must be maintained through any
intermediate storage, processingtransmission Consumes must be able to verify
authenticity andntegrity, no mattehowthey received the dament, what chain of
custody the docuemt has had, or even if they do not know how the document came to
them. Foiinstancea document may have been received as an attachment to an email
from an unknown source. It must still be verifiafde.

PDF is expeted to be the primary authenticated file format. Authenticated
HTML and XML formatsalso need tde considered.

Some aspects of authenticatipanbeyond the scope of this white pap¥vhile
Appendix A reviews prices for commercial software and serviggsendix Bbriefly
mentionsauthenticatiorrelatedtopicsthat are not covered in this papéy technical
terms glossary i®undin Appendix C.

1 <http://tools.ietf.org/html/rfc2818 (last visited Dec. 23, 2011).
“2 < http://csrenistgovipublicationgnistpub$300-33/5p800-33 pdf> (last visited Dec8, 2011).
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Methods to Authenticate

In this section, we examine the major methods of authentication. These
methods ofér varying levels of security, require varying levels of actiothieyeader,
and require varying levels effort to implement. Currently available technologies
supportseveraimethodsof secure document deliverypcluding:

SecureWeb Sites
D o cHashesiftigests)
Digital Signatures
A Selt-Signed
A Public Key Infrastructure (PKIEertificates
Proprietary Solutions
Visual Signatures

O¢ O¢ O«

O¢ O«

We discuss each of these methods beld¥e recommend against some
method because they do not méeth of theminimum requirementdescribed in the
previous sectionFollowing this, we discuss the influence of filges 6uch as PDF or
XML ) on the authentication methods.

0 Secure Wé Sites

SecuréWNeb sites are very commotoday. The checkout page of most
shoppingWeb sites are securso that credit card information is not compromisé&te
methodsand technologie® implement a secuté/eb siteare well knowft, including
HTTPS, TSL/SSL, and digital certificate3 he tehnologies guarantee to the user that
theWeb siteis truly the one it claims to belhe technologies also provide a secure
communication channel to thgeb siteto ensure privacy.

A legislative body could use a secWeb siteto ensure document authitty
and integrity to th&Veb siteuser. While the users are on iNeb site they can be
assured that thégocumentsre authentic. However, once a document leaved/t#ie
site it is outside the control of the security system and can no longer betizates.
So, ifa user saves a document to his orf@r then later opens it or emails it, it is no
longer authenticated.

For this reason, secuvgeb sits alonedo not meet the minimum requirements
for document authentication. However, a se®/eb ste can play a role in other
authenttation methods discussed below.

0 Document Hashes ([@ests)

Hashes ar¢he foundation of nearly all document authentication methods.
Hashes areryptographidunctionsthat, given a piece of data such as a document,
computeanumber often referred to as a fAlash codeo
analogous to a thumbprinThe principal characteristic of a hash is that, if the document

3 <http://tools.ietf.org/html/rfc2818 (last visited Dec. 23, 2011)

1C
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changes, the hash will changdashes can therefore be d4e ensure documen
integrity. The most common hashing algorithms are:

MD506 Widely used, but recommended against due to proven security
weaknes$!

SHA-18 Widely used, but no longer recommended due to theoretical
security weakness.

SHA-238 Currently recommended.

SHA-33 Not yetavailable. In development by NIST

The primary limitation of hshess that,by themselvestheydo not
authenticatehe origin of thedocumentnd aretherefore not sufficiert for document
authentication.

However, hashes can be used in combinatiitin &/secure Web site to
authenticate documentgor instancethe hash for a document can be posted on a secure
Web site andconsumer®f the document can verify that the hash fromwWheb site
matchegshe haslcomputed directly from the documereeFigure 1. In this fashion,
the hash guarantees document integrity and the secure Web site guarantees the
authenticity of origin. The comparison of hash codes can be done orimrmaehine
using common tools. A legislature could also provide a docuwadidation service on
its Web site.

Generate
Hash Code

S | fode ...267d |

Retrieve
Secure Hash Code
Server

Website

| fbde...a67d |

Secure
Communications

Figure 1. Validating a hash code

0 Digital Signatures

Digital signatures build omlocument hashes, additige identity of the signer
in a secure manneil he addition of the signér identity allows the document source to

* US-CERT; <http://www.kb.cert.org/vuls/id/836068(last visited Dec8, 2011)
“5 <http://csrc.nist.gov/groups/ST/hash/policy.htrflast visited Dec8, 2011)
“6 <http://csrc.nist.gov/groups/ST/hash/sbiindex.htmb (last visited Dec8, 2011)
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be authenticated. The sigerdentity is encapsulated in an B%standard digital
certificate®’ making the process open and standard.

Figure 2 ilustrates therocess of creating an X.5®&sed digital signature.
Thedoo ment hash i s pryvatek e yogvhich dnlywhie sigmer has dccess
It is imperatve that the private key be managed in a secure manmer certificate is
also attached to thdocument The certifi catwhichitecl|l udes
document consumer can use to validate that the document did indeed come from the
signer and thatie document has not been altered since it was signed. In this fashion, a
digitally signed document is a s@bntainedauthenticaable document. An external
hash or Web site is not required.

A primary advantage of digital signatures approach overlwmd codes is
that the digital certificate only needs to be retrieved once to validate multiple documents,
whereas the hash code would have to be retrieved for each document that is validated.
For example, in case of hash codes, if 10 documents needatidsted, 10 hash codes
would be retrieved. In case of digital signatures, a single signature could be used to
validate 10 different documents. This is madssible because the digitafiigned
document contains both the unique hash code and therésezdrtificate.

Generate Encrypt with N
Hash Code Private Key Certificate

_ =
| fbde .. a67d I | 37ac ... d2f6 | ?

|| 37ac .. d2f6 I

=

i

Signed Document

Figure 2. Creating a digitally signed document

With digitally signed documents, the questismho created the digital
certificate and does the documenhsumetrust hat issuing authority? Fpurpose®f
this white paperthee are two classes of certificates: satfjned and PKI.

*"ITU, Publickey and attribute certificate frameworksttp://www.itu.int/rec/ FREG-X.509-200811
I/en> (last visited Dec8, 2011).
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A Self-Signed Certificate

Utilizing tools like Adobe Acrobatany usemaycreate a digital IDg
certificateand the corresponding private §&ywhich can then be used digitally sign
documents These IDs arealledfiself-signed because their authenticity is not
guararneed by anyone but the creatorn analogy would be a driv@rlicense issued by
the driver himselfin lieu of it beingissued by a trusted government authority

Most entitiesthat sign documents find this ssifyning limitation
unacceptablesxceptfor internaluse. However, a state government or a state legislature
has the standing anqmbsitionthat readers could reasonably trust a-sigihed certificate.

In practice, doement consumetare not likelyto trust a selsigned certificate
that is containg within the document, as the certificate nb@easilyforged. Consumers
are, howevemnorelikely to trust a selsigned certificate obtained from an official and
secure tate Web site.

A Public Key Infrastructure (PKI) Certificates

To avoid the need farsers to download and trust certificates, a legislative
body can purchase a certificate frome ofa set of welknown Certificaion Authorities
(CAs), such as VeriSigor Entrust The certificate is issued in the name of the legislative
body (e.g,. Office of Legislative Couns€lOLC)). This certificate is backed by the
Certificaion Authority. This process is known éshaining dhe highest level in a
certificate bain is referred to as thiroot d-or instance, if OLC purchases a certificate
from VeriSign, that certificate will chain up to the VeriSign root certificate. Fipee
3.

VeriSign

Generate Encryptwith

Hash Code Private Key

= = CA Office of
? Leg. Counsel

Figure 3. Certificate Chaining

“8 Adobe Acrobat Xcommand Edit>Protection>Security Settings>Add ID>new digital ID
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Windows and Mabothhave a certificate stage system built into the
operating systensome applications, such as Adobe Reader and some dedicated digital
signature applications, also have a certificate stbhesesystens automatically
maintain certairrustedroot certificates, such as VeriSigm Entrust In theexample
above because OLC chains up to a root that is in the operating system store, the end user
would not need tananuallyobtain thke OLC certificate to trust it.

0 Proprietary Solutions

A few vendorgrovidea proprietary solutnto document authentication.

AbsoluteProof from Surety® provides a timestamping service that
guarantees that a file existed ingtgrent form at a certain time.

ProofMark by ProofSpac®is a transient key technology that renews
keys b avoid problemsf expiration.

TruSeal from Tru Data Integrity* (United Kingdom) authenticates any
document by creating a separate TruSeal file that contains a document
hash, a timstamp and signerdentity information.

0 Visual Signhatures

Using a tool like Adobe Acrobaf uses mayplace a scanned signature, seal,
or stamp on a PDF file. Indeed, any imaggybe placedn a PDF. Using other tools,
the samenaybe done for other file typesSuch an imaggivesthe apearance of official
certification, but it provides no guarantees or security whatsoever. In fact, if an
organization uses a visual signature officially, it opens the opportunity for an unofficial
source to use the same image on false documents. Beddhsevulnerability, we
recommend against the use of visual signatures alone.

File-Type Considerations

File types, such as PDRML, and HTML, have varying capabilities to store
and process authentication information. We address these in the sketamsPDF
has the most robustapabilities XML has a standard for digital signatures, but current
industry supporis not particularly strong Other file types such as HTML have very
limited support and are best served by solution that keep theabtiggnntact.

9 <http://www.surety.con¥ (last visited Dec. 8, 2011).

*0 http://www.proofspace.conlast visitedDec. 8, D11).

*L hitp://www.tru-dataintegrity.conlast visited Dec8, 2011)
*25ee Appendix 1 for list of products and services.
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PDF Documents

PDFbegan as a proprietafife format It is nowan open standard published
by the ISO>® PDFincludes robust digital signature fielddn addition, the Adobe Reader
product has inherent support for validating signed densiisee Figure ¥land for
maintaining a list of trusteidlentities These facilities make the authentication of PDF
documeng much easier for both the publishing entity and the document consumer.

ﬁj CA 2011 CHP 100 Self Signed-Acrobat.pdf - Adobe Reader || @
File Edit View Window Help £

= n;: ’ ¥ 7‘ =) (o ‘ & 7 Comment | Share

( ﬂ Certified by Self-Sign Ten}!o@xcential.ccma Xcential Group, LLC, certificate issued by Self-Sign Test. Léﬁ Signature Panel

[

Assembly Bill No. 426
CHAPTER 100

An act to amend Section 640 of the Penal Code, and to amend Section
99580 of the Public Utilities Code, relating to transportation.

Figure 4. Verified Digital Signature in Adobe Readet

The sections below describaur methodsf sigrning PDF documentssing the
technologies discussed above.

MethOd 1 SEIf_SlgnedP D F Dlgltal Slgnatu re i Certified by Self-Sign Test <info@xcential.com>

Only form fill-in, signing and page adding actions are allow

If a PDF document is signersing a self S e
signed certificateas described above, themen a user@ DocuEGE b nokBRen Hibtifed Jnce Ewas cenified
openshedocument, Adobe Reader will indicate that o |
the content has not been modified since it was certifi & 5. . petsic
but that the signés identity is unknown. See Figure 5|  tes checked: 2011.10.2517:05:56 -07 00

Field: Signature2 on page 1

Signing time is from the clock on the signer's computer.

Figure 5. Self Signed Certification
In order for this document to be
authenticated, the user must tell Adobe Reader to trust
the identity that signed it. See Figuixe This process is
tedious for the end user and is generally discouraged by
the security community because the user cannot tell if
the document was signed falsely.

To avoid the problem of trusting the

document itself, a legislative body could post a signing
certificate on its secured Web sitdsers who wish to

verify documents from that legislative body would
downloadthe certificateand import it into Adobe

%3 |nternational Organization for Standards, ISO 3202008

Figure 6 Trusting a Certificateq



